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Router configuration examples for Y3 Practical Examination

Assessing the router configurations (40%)

Please note that the actual IP addresses for the serial and Ethernet interfaces shown in these configurations for the three routers may differ from those given in the assessment exercise. So long as the addresses are part of the address block given to the examination candidates, they may be regarded as correct. The loopback addresses must be correct, however.

Ethernet Network Subnet details

R1 will have a subnet mask of 255.255.255.0

R2 will have a subnet mask of 255.255.255.192

R3 will have a subnet mask of 255.255.255.224

The nomenclature for the serial and LAN interfaces may also differ depending on the model of router that the examinee was using.

One percentage point should be deducted from the 30% allocated for the configuration grade for each error or omission in the router configurations given at the end of this document..

Assessing the network diagrams (30%)

The examinee’s diagram must be clear and legible. The diagram should also contain partial router configurations. All interfaces must be shown, named and the relevant IP addresses shown including subnet masks. The names given to routers should also be shown.

Deduct 1 percentage point for each interface detail that is missing. Detail is taken to mean name or IP address. Partial router configurations must appear but will not be graded as they will be graded from the saved configurations at the end of the examination – see above.

Assessing the network (30%)

The assessor must go to each examinee to check the correct functioning of the network.

Each of the check-points carries equal marks. The command to be used for each part is shown below.

1. show IP route – display the routing table (regardless of whether it is correctly populated)

2. use extended ping – must be successful

3. use extended ping – must be successful

4. use show cdp neighbors command to display the information

5. use extended ping – must be successful

6. ping by hostname – must be successful

7. ping by hostname – must be successful

8. show controller serial 0/0 (or whatever the relevant interface is named according to the model of router) then the examinee must show the location of the DCE information

9. debug IP ospf events/packets

10. telnet (IP or hostname) followed by pwd = cisco

Router 1

!

hostname Selling

!

enable secret 5 $1$rNjg$xOpw38D6UrGTeGpIuBIwu/

!

ip host Canterbury 23.34.47.1

ip host Faversham 23.34.47.129

!

interface Loopback0

 ip address 10.0.1.1 255.255.255.255

 no shutdown

!

interface Ethernet0

 description Selling office LAN

 ip address 23.34.46.1 255.255.255.0

 ip access-group 101 in

 no shutdown

!

interface Serial0

 description WAN link

 ip address 23.34.47.198 255.255.255.252

 encapsulation ppp

 clockrate 56000

 no shutdown

!

interface Serial1

 description WAN link

 ip address 23.34.47.201 255.255.255.252

 encapsulation ppp

 no shutdown

!

router ospf 1

 network 10.0.1.1 0.0.0.0 area 0

 network 23.34.46.0 0.0.0.255 area 0

 network 23.34.47.196 0.0.0.3 area 0

 network 23.34.47.200 0.0.0.3 area 0

!

ip classless

access-list 101 deny   tcp 23.34.46.0 0.0.0.127 23.34.47.128 0.0.0.127 gt 0

// Note that the above command could be

// access-list 101 deny   ip 23.34.46.0 0.0.0.127 23.34.47.128 

// 0.0.0.127 

access-list 101 permit ip any any

banner motd ^CCAssessment Network L3^C

!

line con 0

line aux 0

line vty 0 4

 password cisco

 login

!

end

Router 2

!

hostname Canterbury

!

enable secret 5 $1$P7MA$vFVv5Cgyy6sK0.g46YeD51

!

ip host Selling 23.34.46.1

ip host Faversham 23.34.47.129

!

interface Loopback0

 ip address 10.0.2.1 255.255.255.255

 no shutdown

!

interface Ethernet0

 description Canterbury office LAN

 ip address 23.34.47.1 255.255.255.192

 ip access-group 101 in

 no shutdown

!

interface Serial0

 description WAN link

 ip address 23.34.47.197 255.255.255.252

 encapsulation ppp

 no shutdown

!

interface Serial1

 description WAN link

 ip address 23.34.47.194 255.255.255.252

 encapsulation ppp

 clockrate 56000

 no shutdown

!

interface BRI0

 no ip address

 shutdown

!

router ospf 1

 network 10.0.2.1 0.0.0.0 area 0

 network 23.34.47.0 0.0.0.127 area 0

 network 23.34.47.192 0.0.0.3 area 0

 network 23.34.47.196 0.0.0.3 area 0

!

ip classless

access-list 101 deny   tcp 23.34.47.0 0.0.0.127 23.34.47.128 0.0.0.63 eq www

access-list 101 permit ip any any

banner motd ^CCAssessment Network L3^C

!

line con 0

line aux 0

line vty 0 4

 password cisco

 login

!

end

Router 3

!

hostname Faversham

!

enable secret 5 $1$iKyA$HSXvDiNSFGe95EaWuaY9O.

!

ip host Selling 23.34.46.1

ip host Canterbury 23.34.47.1

!

interface Loopback0

 ip address 10.0.3.1 255.255.255.255

 no shutdown

!

interface Ethernet0

 description Faversham office LAN

 ip address 23.34.47.129 255.255.255.224

 no shutdown

!

interface Serial0

 description WAN link

 ip address 23.34.47.202 255.255.255.252

 encapsulation ppp

 clockrate 56000

 no shutdown

!

interface Serial1

 description WAN link

 ip address 23.34.47.193 255.255.255.252

 encapsulation ppp

 no shutdown

!

router ospf 1

 network 10.0.3.1 0.0.0.0 area 0

 network 23.34.47.128 0.0.0.63 area 0

 network 23.34.47.192 0.0.0.3 area 0

 network 23.34.47.200 0.0.0.3 area 0

!

ip classless

banner motd ^CCAssessment Network L3^C

!

line con 0

line aux 0

line vty 0 4

 password cisco

 login

!

end

Confidential
Page 1
24/01/2007

