University of Greenwich

School of Engineering

ASNT – ELEE 1065

Assignment 1


Introduction

The purpose of this assignment is to give students the opportunity to display that they have learnt how to create and secure simple VLANs and to setup more complex routing systems. There is also the necessity to discuss the network design and supply structured criticism of the network design.
1.
AIM

To foster abilities to identify the requirements of a given communication system. To cultivate design skills such that the student can clearly demonstrate that he/ she has the ability to evaluate and design systems or components to meet defined needs and implement these plans on a simulated system. 

2.
LEARNING OUTCOMES


On completion of the project, the student should:

(a) be able to design and implement a network using multi-area OSPF;

(b) be familiar with the IOS commands to create a secure VLAN;

(c) have learnt how to carry out and show the results of connectivity tests on a network;

(d) have shown the ability to produce design plans for a network given a statement of requirements and implement these;
(e) be able to produce a formal report and to reflect and criticise his/ her own work.

3. THE PROJECT

Part 1

You will work alone to produce a network design from a statement of requirements and then implement this on the Packet Tracer 5.x design simulation software. This can be found on the PCs in the networking labs in the Nelson building. Your design will incorporate the requirements that are set out below. You can save your configurations within the Packet Tracer application. You will report on your design.
Network Topology
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Make sure that you complete a fully detailed diagram on the A3 paper provided of your proposed system; this will help you design your solution. You will include this with your submission.

The topology of the network is shown above. Include at least 2 PCs for each of the VLAN interfaces of your network. You MUST use DHCP to provide IP addresses to your PCs using the DHCP server feature that is built into the IOS.
You will use multi-area OSPF for the routing in your network.

Network Data

You have been given the following address block to allocate all LAN addresses:
195.65.55.0/22
All servers and printers will reside on a separate VLAN from the PCs.
You will use RFC 1918 addresses for the serial links between routers.

Each VLAN requires at least 100 host addresses.

Use the lowest available addresses from your subnets for the VLAN subinterfaces on routers.

The LANs on R0 and R2 have a printer. 
The webserver on R1 will need a brief webpage to demonstrate its functionality. You will design this and implement it. This same server will need a DNS entry to identify the webserver address with a canonical name. You will enter the names engweb.org and also www.engweb.org as aliases to the webserver. It should not run any other services.
The database on R1 needs no configuration beyond setting its name and IP address. 
The network cloud named ‘Internet’ does not need any configurations nor changes.

All PCs should obtain their addresses using DHCP.

Security will need to be configured on all routers and switches in your network to avoid unauthorised access. 

Router Configuration

The host name for R0 should be ‘London’.

The host name for R1 should be ‘Chatham’.

The host name for R2 should be ‘Greenwich’.

Give all interfaces that you are using a description as follows:

All serial interfaces on all routers: ‘WAN link to [the router name it is linked to]’ 
FastEthernet interface on R0: ‘London LAN’

FastEthernet interface on R1: ‘Chatham LAN’

FastEthernet interface on R2: ‘Greenwich LAN’

The serial links should have a clock rate of 128,000 bps

Use multi-area OSPF as your routing protocol. Be sure to include all directly connected network addresses when setting up the routing protocol on each router.

Ensure that you have set the clock correctly on all 3 routers. This may not remain after the Packet Tracer application has restarted so provide visual proof that this has been accomplished.
Devise then setup a message of the day that displays an appropriate warning to unauthorised users/ hackers. 

Switch Configuration

Ensure that you have set the clock correctly on all 3 switches. This may not remain after the Packet Tracer application has restarted so provide visual proof that this has been accomplished.
Devise then setup a message of the day that displays an appropriate warning to unauthorised users/ hackers. 

Security 

Set up access control lists (ACLs) appropriately to prevent the PCs on the Greenwich LAN from accessing the database server on the Chatham LAN.
Set up ACLs to prevent the Sales VLAN from using the printer on the Greenwich LAN.
The PCs on the London LAN are not to be given access to FTP. Devise an appropriate ACL to implement this.

A rogue network has been identified on the Internet. Its details are 201.25.112.128 /25. Set up ACLs appropriately to prevent traffic from any VLAN from reaching this network.

Create an encrypted ‘enable’ password of ‘class’ on all routers. 

Configure a password of ‘cisco’ on all routers and switches such that TELNET connections may be made between routers and switches.

Network testing

Include screenshots or text output from the Packet tracer application to prove or display the following:

	1
	Show the routing tables for each of the routers



	2
	Hosts on the Greenwich LAN cannot reach the Database on the Chatham LAN

	3
	Show the ‘hits’ for each router for its ACLs.


	4
	Use the cisco discovery protocol (cdp) to show the platform of the Greenwich and Chatham routers from R0

	5
	Use an extended ping to prove that the Greenwich router can ping one of the serial addresses on the Chatham router

	6
	Show the output of the switches’ VLAN database

	7
	Use a debug command to show the sending and arrival of OSPF events at one router only

	8
	Show that the system clock is correctly set on all 3 routers – a screenshot or text output is sufficient

	9
	Prove that any PC on any Greenwich VLAN can receive web pages from the webserver at Chatham

	10
	Show the result of a traceroute from a PC on the Greenwich VLAN to a PC on the Chatham VLAN


4.
METHOD OF WORK

You will work alone to complete this assignment. The submitted report must be A4, wordprocessed. 

You must submit your Packet Tracer file and A3 diagram with your report.
You must complete this assignment and submit the REPORT on or before Wednesday 7th December 2011 before the Coursework Handin room closes. 

Header sheet number: 

187723
Note
Late submission, unless subject to an extension of time (in writing, granted prior to the submission deadline by your tutor) MAY NOT BE MARKED.
5.
FORMAT OF SUBMISSIONS

Your formal design report must be typed in A4 format.
Submit an edited version of your final configurations for all routers and switches, removing irrelevant or blank lines. This can be obtained using the command show running-config 
Include a 500 word critique of the network such that any problems you have encountered and their possible solutions are clear to see. You should also comment on the overall design of the network and explain any improvements that might be made to improve the operation and functionality of the network.
Include the .pkt file from Packet tracer containing your final design

Include your A3 diagram as a manual submission to the Student Centre.

Do not plagiarise information sources. This includes book, Internet-sourced information, other students etc.

6.
ASSESSMENT VALUE

This assignment contributes 20% of the total marks for this course. 
7.
ASSESSMENT CRITERIA

Router configurations




20%

Testing output





20%

Network diagram(s)




20%

Network critique




20%

Presentation of work (appearance, formatting, printing etc)
15%

References and referencing



  5%






                      100%

Credit will be given for your own diagrams that you include in your report. No credit will be given for diagrams that you have cut and pasted from other sources.

I reserve the right to assess any student’s submission via viva voce.
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