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	EXAMINATION PAPER : ACADEMIC SESSION 2007/2008


	Campus
	Medway

	School
	Engineering

	Department

Programme
	Computer & Communications

BEng (Hons) Computer Networking



	COURSE TITLE
	Large Scale Network Design and Infrastructure

	COURSE CODE 
	COMP 1385

	LEVEL
	2

	Date and Duration (incl. reading time)
	19th  May 2008  

Time: 2 ½ hours


INSTRUCTIONS TO CANDIDATES

&

INFORMATION FOR INVIGILATORS

The attention of the candidates is directed to the instructions printed on the exam paper itself.
Candidates should be given time to read the paper before beginning the examination.
Handwritten notes made during the year may be taken into the examination.

----------

Level 2 Practical Router Configuration Assessment

Time allowed 2 ½ hours
No assistance will be given unless you experience hardware failure.

You may use handwritten notes to assist you in this assessment. No printed or photocopied notes will be allowed.

Please read all instructions carefully before beginning this assessment.

You will work in SILENCE

Instructions

You will take this assessment in TWO parts. For the first 30 minutes, you will write your configurations and draw a network diagram on the A3 sheet provided. Be sure to write your name and student number clearly on the paper. You may use more than one sheet of A3 for notes and configurations but your diagram must appear on one sheet of paper only.
When the first 30 minutes is complete, you will use the next 2 hours to build the network in Packet Tracer 4.11 and apply the configurations that you have written to the routers.

At the end of the examination, you will be asked to perform TEN tasks using commands within your network. Please see page 8. Please detach page 8 and write your student number and name at the top. This will take place AFTER the examination has formally ended and you will not be allowed to change your configurations after this time.
You must remain in the examination room until your network has been assessed and your .pkt file has been saved appropriately.

You may login to your PC now but you may not begin setting up the Packet Tracer application until you are told..

Network Diagram

You will need to set up your network as shown in the diagram below.
Important: 

Use 2621XM routers throughout the network.

You will need to add the appropriate serial interfaces to the routers. 

Use 2950-24 Switches for all switches in the network.

Use Generic PCs for all workstations.

Use Generic Server-PT for all servers in the network.
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Network Design – Value 30%

Time allowed 30 minutes
Instructions

You will be given THIRTY MINUTES to design your network. Please put ALL details on the A3 paper provided.

Please refer to the diagram on page 3 when reading the instructions below. 

You may use the Ciscopedia installed on your PCs or your notes to help you with the required commands.

Be sure to draw a clear diagram of your network on the A3 paper supplied with ALL interface, naming and addressing details. You should also write all pertinent configurations for the routers on the A3 paper.

Subnetting the Network

You will use the following address blocks for you network
172.16.0.0 /24 must be used for the serial links

202.22.20.0 /23 must be used for the LANs

You may subnet these as you see fit using /30 addresses from the Class B address space for the serial links between the routers to conserve addresses..

__________________________________________________________________

You will use addresses from these blocks to set up your network.

The Research LAN requires at least 200 host addresses.

Use the lowest address from this block for the Fast Ethernet interface of the Research router.

The Finance LAN requires at least 50 host addresses.

Use the lowest address from this block for the Fast Ethernet interface of the Finance router.

The Marketing LAN requires at least 40 host addresses.

Use the lowest address from this block for the Fast Ethernet interface of the Marketing router.

The Sales LAN requires at least 100 host addresses.

Use the lowest address from this block for the Fast Ethernet interface of the Sales router.

Switch Configuration

No configuration or naming is required for any of the switches.

Router Configuration

The host names for all routers must be configured as shown in the diagram on page 3. 
Set up a message of the day for all routers that reads:

‘Authorised access only to administrators’

Set up an encrypted enable password of ‘l8r’

Create a login password on TELNET (vty) lines 0 to 4 of ‘gr8m8’.

Give all Fast Ethernet interfaces that you are using a description as follows:

Fast Ethernet interface on Research: ‘Research LAN’

Fast Ethernet interface on Sales: ‘Sales LAN’

Fast Ethernet interface on Marketing: ‘Marketing LAN’

Fast Ethernet interface on Finance: ‘Finance LAN’

The Research router should be DCE for both of its serial links.
The Finance router should be DCE for the link to Sales.

The Marketing router should be purely DTE for both of its serial links.

The serial links should have a clock rate of 64000 bps

Set up access control lists to carry out the following requirements:

Prevent access to the Database-Research server from all areas of the network other than hosts within the Research LAN.
Allow access to the Sales-Webserver web pages only from within the Sales LAN and also from any host on the Finance LAN. Allow access to the Sales-Webserver for any other protocols.
Use OSPF as your routing protocol. Use an appropriate process number when setting up the routing protocol. Be sure to include all network addresses when setting up the routing protocol. This is single area OSPF, so all routers will be part of Area 0.
Map ALL router host names to the respective IP addresses of their Fast Ethernet interfaces.
Use DHCP to supply all PC hosts with IP addresses. For each LAN you must exclude the first FIVE valid IP addresses from the DHCP scheme. Give your DHCP pools appropriate names.  The DNS server for this network will be the Sales-Webserver’s IP address. Be sure to include this in your DHCP configuration.

Server Configuration

Configure the TWO servers in your network with the second lowest IP address for the LAN that it is a member of. This will be part of the excluded address range that you have configured in your DHCP configuration.

Database-Research

Apart from IP addressing and naming details, no further configuration is required for this server.

Sales-Webserver

This will be the webserver and DNS server for your network. You will supply the necessary IP addressing and naming details to this server. You do not need to change the preconfigured web page. In the DNS section of the server, you should map the name salesweb to this server’s IP address. Be sure to include this server’s IP address in your DHCP configuration for all routers in the network.

PC configuration

You do not need to name the PCs. You will need to set the PCs to become DHCP clients. This should be done AFTER you have setup DHCP on each of the routers.
Part 2 - Setting up and configuring the network – Value 40%

Time allowed 120 minutes.

Open Packet Tracer 4.11 on your PC and build the network as shown on page 3. Refer to your diagram for details.
IMPORTANT:

You must save your configurations on the routers regularly and also to save your .pkt file regularly in the Packet Tracer application.

You will not be given extra time if you forget to save and your configurations are lost.
Now you should apply your configurations to your routers and servers and PCs. 

Test your network for connectivity throughout. Only when you are satisfied that you have full connectivity should you proceed with applying your Access Control Lists (ACLs).

IMPORTANT

Do not apply your ACLs  until you are happy that the network has complete connectivity.

	Student Name


	

	Student Number


	000

	Date


	19th May 2008


Assessing the network – Value 30%
When you have completed the router configuration, your invigilator will need to check that the router setup works correctly.

You will be asked to demonstrate the following:

	
	Task to perform
	YES
	NO

	1
	Show the routing tables for each of the routers


	
	

	2
	Show that the PC on the Marketing LAN cannot ping the Database-Research server
	
	

	3
	Use a command on the Sales router to show the MAC address of the PC on the Sales LAN
	
	

	4
	Use a router command to show the platform of the Sales and Marketing routers from the Finance router
	
	

	5
	Use an extended ping to prove that the Fast Ethernet interface of the Marketing router can ping the Sales-Webserver on the Sales LAN
	
	

	6
	Show that the Sales router can ping the Finance router by host name
	
	

	7
	Show that the Finance PC can read the webpage on the Sales-Webserver by host name (salesweb)
	
	

	8
	Prove using a show command that the Research router is the DCE end of the WAN link to Sales
	
	

	9
	Use a debug command to show the arrival of hello packets
	
	

	10


	Show that you can open a telnet session into another router
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