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Objective 

Test and troubleshoot end to end connectivity between devices in a partially configured network.
Make necessary corrections and prove end to end connectivity through testing.

Scenario

This topology represents a small WAN. Devices in the topology have been configured but not tested for end to end connectivity. Each device should be allowed to communicate with all other devices.
Step 1 Start Packet Tracer and open lab file
Launch Packet Tracer from the desktop shortcut or from the Start bar. Click the Open File icon or select File-->Open from the top menu. Navigate to the lab file, “Troubleshoot.pkt.”, by opening the Troubleshooting Connectivity folder and finding the “TroubleshootingConnectivity” lab.
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Step 2 Read the instructions
This network has been partially configured; however, the user located on the LAX LAN cannot communicate with users on either the PHX or ATL networks.

Troubleshoot the configuration and make the necessary corrections. After making corrections, test connectivity between all devices.
Step 3 View router configurations
To view a router configuration, double click on the specific router to access the “Edit” window. Click on the CLI tab and enter the privileged EXEC mode by issuing the enable command. At the privileged EXEC prompt, use the show running-config command. Repeat this process for each router in the topology to see how these devices are currently configured.
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Step 4 Test Connectivity from PCs to gateways
Each PC should be configured with a network gateway. In the network depicted, this gateway should be the IP address of the LAN port of the router to which the PC is attached. To test connectivity from a PC to its configured gateway, use the Simple PDU feature to ping from the PC to its gateway.
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To initiate simple pings, press the Add Simple PDU button in the toolbar.  Click on the device that will initiate the ping, and then click on the device that will receive the ping. On routers, the first functional IP address is used as the destination of the ping. The PDU List Window keeps a history of ping attempts.

Initiate a ping test from each PC to its configured gateway using the Add Simple PDU tool.
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Note: To view the configured PC gateway, hold the mouse pointer over the PC icon. A popup window will display the configured gateway, IP address and mask.
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Repeat the PC to gateway ping test for each PC.

Step 5 Test Connectivity from PC to PC
To have more control over which IP address the PC will be pinging, click the PC icon to open the terminal window. Click the Command Prompt tab to view the PC command prompt. From the command prompt, type the ping command followed by the IP address you wish to ping. 

The ping test from each PC to its configured gateway should have been successful. However, full connectivity testing should include end to end testing from the PCs in the topology. Using the command prompt for the LAXpc, ping the IP address of the PHXpc.
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Test connectivity from the PHXpc and from the ATLpc.
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Continue testing. Complete the table below with your results.
	Source
	Destination
	Results

	LAXpc
	PHXpc
	

	LAXpc
	ATLpc
	

	PHXpc
	LAXpc
	

	PHXpc
	ATLpc
	

	ATLpc
	PHXpc
	

	ATLpc
	LAXpc
	


Step 6 View packet information

One of the most powerful features of Packet Tracer is the ability to look into the packet as it moves through the network. The simulation can be viewed one step at a time or paused at any point so that a packet can be selected and viewed.

To view the packets as they move through the network, choose the Simulation Mode tab on the bottom right side of Packet Tracer. In order to view the simulation step-by-step, click the Capture / Forward button to advance the simulation one event at a time.  
Choose Reset Network to clear any previously ran test. Then Create a New Scenario by clicking on the New button under the Scenario 0 dropdown window.  Next create a simple PDU packet to ping from LAXpc to ATLpc using the “Add a Simple PDU”in the toolbar.  With that tool, click on the LAXpc and then click on the ALTpc.  Click the “Capture/Forward button six times to progress the ARP PDU and then the ICMP PDU to the LAX router.
[image: image9.jpg]Play Controls

Back ] [Puto Cature / ioy] [Gapture fgorward)

0





When the packet from LAXpc to ATLpc reaches the LAX router, it will be dropped. Click the packet icon to view the details of the packet at this device.
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From the PDU Information window, navigate to the last layer by either clicking on the layer or by using the Next Layer >> button. From the details, you will see that the destination IP address is not in the routing table. This provides a good clue as to where troubleshooting should proceed.
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Step 7 View routing tables for all routers
Now that we know that the PHX router is missing at least one route, we should proceed to view the routing tables of each router in the topology. To do so, you can use the Inspect Tool to open the routing tables of each device or by manually entering show ip route in the CLI of each router.
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Complete the tables below with the details of each router’s known routes.

	LAX Routing Table

	Network
	Route Type
	Via Interface

	
	
	

	
	
	

	
	
	

	
	
	


	PHX Routing Table

	Network
	Route Type
	Via Interface

	
	
	

	
	
	

	
	
	

	
	
	


	ATL Routing Table

	Network
	Route Type
	Via Interface

	
	
	

	
	
	

	
	
	

	
	
	


You should see that both PHX and ATL have added RIP routes to their routing tables. LAX, however, has only directly connected routes in its routing table.
Step 8 Make configuration changes

From the previous troubleshooting steps, you should have recognized that LAX is missing RIP routes in its routing table. In addition, PHX and ATL are not aware of the LAN attached to LAX. This indicates that LAX has a RIP routing issue.
Click on the LAX icon and view the current configuration by issuing the show running-config command in the CLI. What networks is LAX advertising in its RIP updates?

What other networks need to added to the RIP updates in order for LAX to fully participate in the network?

Make the necessary corrections to LAX by entering RIP configuration mode and adding the necessary network statement(s).

Step 9 View routing tables and retest

After making changes to the routing configuration on LAX, view the routing tables for each router. Have new routes been added at each device?

Repeat the packet and ping tests from each PC to all other PCs. All PCs should have full network connectivity.
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